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Abstract. Blockchain technologies are promising area of research on securing
data since last few years. Blockchains are distributed ledgers that removing the
need for a centralized authority to host data. In this paper, we review four basic
elements in blockchain architecture namely distributed ledger, hashing, consen-
sus algorithm and smart contract. We then highlight the issues in blockchain
related to scalability, performance and security. Finally, we discuss several re-
search possibilities drawn from these issues.
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1 Introduction

Blockchain has received considerable attention in almost every field of today’s digital
world. The very first blockchain was the cryptocurrency called Bitcoin created in
2009 [1]. Since then the new concepts have appeared in blockchain technologies
which have led its applicability in almost every sector of today’s digital world ranging
from finance, medical, gaming, manufacturing, trading, supply chain etc. [2]. The
blockchain consisting of several technologies such cryptography, hashing, mathemat-
ics, business model, peer to peer communication and distributed database. All these
underlying technologies provide an integrated, multifield infrastructure. This paper
only focuses on the distributed ledger, hashing, consensus algorithm and smart con-
tract elements of blockchain.

Unlike current existing systems which are based on the concept of centralization,
the blockchain relied on the concept of decentralization. The blockchain uses peer to
peer network communication and distributed system in a form of blocks which con-
tain ledger to store the transaction information. The blocks are linked to its parent to
form a chain. Within this chain each block consists of a block header and block body
[3]. The block header contains the blockchain version, hash of previous block, tree
root hash and timestamp, whereas the block body contains the detail of transactions.
After adding the transaction details, the block is cryptographically locked with the
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hash of the parent block. Once the block is added to the chain, the block will become
immutable. Figure 1 shows the overall framework of the blockchain.
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Fig. 1. Overview of the blockchain framework

2 Distributed Ledger

The blockchains are distributed ledger containing all the historical and current trans-
actions organised in a form of blocks. [4]. When a node performed a new transaction,
it is verified before adding to a ledger. The ledger is then replicated and synchronized
to all the nodes. The distributed ledger provides decentralized access to eliminate the
need of a central authority. Furthermore, the data immutability and auditability can
be achieved. Firstly, by the means of replication and synchronization of ledger among
all the nodes. Secondly, the used of cryptographically signature and timestamp of
blocks. In this way any tampering with the transactions or block data can be detected
by the nodes.

3 Hashing

Hashing is the fundamental element of the blockchain [5]. Hash function are crypto-
graphic algorithms with variable size input and fix size output. The use of hashing in
block chain always result in the same size of hash regardless of the block size. Each
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block is cryptographically sign with the hash of the previous block, this process of
link each block with the previous block creates the chain of traceable blocks. Any
modification to a block within this chain will change the hash of that specific block
thus breaking the chain with the next block. This provide a safeguard against the tam-
pering of data within the blockchain.

4 Consesus Algorithm

Since blockchain are decentralized systems without the involvement of a third party
or trusted authority, there is a need to ensure the consistency of transactions among
nodes. Blockchain used the consensus mechanism to achieve this goal. Two major
consensus algorithms are Proof of Work (PoW) and Proof of Stake (PoS). Some
blockchains use other consensus algorithms such a Practical Byzantine Fault Toler-
ance (PBFT), Delegated Proof of Stake (DPoS), Proof of Bandwidth (PoB), Proof of
Elapsed Time (PoET), Proof of Authority (PoA) [6].

Proof of Work algorithm involves the solving of a mathematical puzzle to establish
the credibility of data. The puzzles are designed in such a way that their solution is
computationally expensive, but their verification is computationally less expensive.
To create a block, a node must solve the PoW puzzle. Once it has solved it, the node
will broadcast to other nodes for verification. If there is a consensus among the major-
ity of nodes, the block is added to the chain. Proof of Stake involves the ownership of
the token to establish the credibility of data. PoS is less computationally expensive as
compared to PoW.Table 1 show some of the popular consensus algorithms.

Table 1. Description some popular consensus algorithms in the blockchain

Consensus Algorithm  Type Pros Cons
Proof of Work 5 o Ensure tl;at thedvl:orkhhas Computationally expensive
(PoW) ecentralize een performed by the
node
Proof of Stake . Attacks more e?(pensive; Nothing at stake
(PoS) Decentralized More decentralized;

Energy efficient

Delegated Proof of i - i

Stzlfega ed Froot o Par‘Flally decen Cheap transactions; Nothing at stake
(DPoS) tralized scalable; energy efficient

Byzantine Fault Toler- Decentralized High throughput; low Semi-trusted

ance (BFT) cost; scalable




65

5 Smart Contract

Smart contracts [7] are a piece of code that can be executed by the node automatically
to perform a certain task. Because of the smart contracts the blockchainare becoming
more applicable in different fields of the digital world. Smart contracts can be written
in any programming language. Each smart contract has a unique address which can be
used to access the contents of a smart contract. Smart contract as distributed applica-
tion (dAPPs)provides more autonomy, stability, traceability and security as compared
to traditional applications. Fig 2shows the different steps involve in a smart contract.
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Fig. 2. Steps involved in the smart contract.

6 Scalability Issue

Despite the growth of blockchain technologies and its potential for the various field,
there exist some issue that needs to be resolved. Scalability is one of these issues [8].
As the size of the blockchain increase, the scalability becomes a bottleneck. For in-
stance, in Bitcoin,the block size is 1 MB and every block is created after every 10
minutes. Furthermore, the Bitcoin is restricted to 7 transactions per second. These
limitations are hurdles in the high-frequency trading business. Increasing the block
size, reducing the block generation time and increasing the transaction limit will result
in large storage space, high data read/write rate and requires more network band-
width.
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7 Performance Issue

Performance is another issue faced in blockchain [9]. All the blockchain systems that
use Proof of Work (PoW) suffers from performance issues. PoW is a computationally
extensive task which requires high power machines to perform the consensus algo-
rithm to verify block data. Beside PoW, there are other factors that affect the perfor-
mance of blockchain such as network size and complexity. When the number of
nodes increase in a blockchain, the process of replication and synchronization of
ledger in timely frame become critical. Any network problem or delay may result in
inconsistent state of blockchain among the nodes.

8 Security Issue

Security of blockchain has become a popular research area particularly the network
security of blockchain has received considerable attention among research communi-
ty. with the popularity of blockchain in various fields and particularly in digital cur-
rency, there has been an increase in the cyberattacks against blockchain. In the past
years, distributed denial of service (DDoS) attacks which are designed to target cen-
tralized systems (client and server) have targeted blockchain. In a decentralized and
peer to peer network such as blockchain it is more difficult to launch DDoS attacks.
Despite the difficulties of launching DDoS in blockchain, in year 2014 and 2016 there
were DDoS attacks against Ethereum and Bitcoin blockchain networks [10]. This
shows that even a decentralized system can be subject to DDoS attacks if such attacks
are carefully crafted.

There are many security issues discussed in literature [6][11], however in this sec-
tion we highlight two security issues related to availability and controllability of
blockchain. Security issue related to availability includenetwork traceability
attacks[12]and eclipse attacks[13]. Network traffic analysis in blockchain peer-to-peer
network can reveal IP address, network topology and transmission information. Using
this information, network traceability attack can be launched to reveal user identi-
ty,transaction details and relationship between various nodes. In blockchain every
transaction output is the input to another transaction. By analysis of the distributed
ledger of blockchain, an attacker can get the details of generation of a bitcoin, the
address of the generating node, timestamp of generation, transactions that are use for
spending that bitcoin. Further analysis of these details can also reveal the relationship
between different bitcoins and the transactions. An attacker can trace “interested”
transactions, the smart contracts used in these “interested” transactions. A further in-
depth analysis can lead to the details of smart contract rules.

The analysis of flow of transactions and bitcoins can also be used to reveal the
identity of uses. The time of transactions, sender addresses, receiver addresses, smart
contract use in transactions can lead to the ownership of multiple addresses own by a
same individual. A node in the blockchain network can access the IP addresses and
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topology details of connected peers. If the attack controls a large number of nodes in
blockchain, he can use network analysis tools to get details of other nodes. The col-
lected details can be used to locate the physical geographical location of correspond-
ing node.

Eclipse attacks can be launched by controlling most of the node and distributed ar-
chitecture. Without the stable nodes in a peer to peer network, the distributed architec-
ture divides tasks among peers using gossip protocols[14]. Eclipse attack exploits this
broadcasting of gossip protocolsin a peer-to-peer network to hijack the routing table
of certain nodes and send uselessor malicious information. Although, launching an
eclipse attack is expensive but once launch the attacker can control the flow of infor-
mation with in a blockchain network. Eclipse attack can further be used to launch
51% attacks and double spending attacks.

Controllability issues includes blockchain data manipulation by smart contract vul-
nerabilities [15] such as logic problems, misunderstanding of semantics etc. An at-
tacker can search for such vulnerabilities and exploit the implementation of smart
contract. Studies [10][16] have shown various vulnerabilities in the implementation of
Ethereum smart contracts. These vulnerabilities exist due to premature reentrance to
smart contract, exception disorder, stack overflow, unpredictable state and exposing
of smart contract function details.

9 Research Possibilities

Blockchain is an emerging technology with much potential. However, like any other
new technology, blockchain is facing many issues and challenges. We have highlight-
ed three issues namely scalability, performance and security. In order to solve these
issues, blockchain researchers are introducing blockchain database and distributed file
system as complementary solutions to increase scalability in blockchain storage. The
improvement in performance of blockchain can be achieved by more frequent imple-
mentation of less computational expensive consensus algorithms such as Proof of
Stake, Delegated Proof of Stake and Proof of Authority. Furthermore, the recently
introduced new version of blockchain architecture Hyperledger [17] to provide high
level performance and scalability in modular approach. Meanwhile, for improving
smart contracts security many solutions have been proposed by researchers including
OYNETE[15], SmartCheck [18] and Gasper [16]. These solutions analyze the smart
contract code for the detection of possible vulnerabilities. An automated intelligent
solution that not only detect the vulnerabilities but improve the code to eliminate such
vulnerabilities is a promising solution.

10 Conclusion

In this paper, we review the basic concept of blockchain namely. distributed ledger,
hashing, consensus algorithm and smart contract. Furthermore, we discuss the current
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issues in blockchain such as scalability, performance and security and outline possible
solution to overcome such issues. Apart from these issues, the blockchain technolo-
gies have considerable scope when integrated with other technologies such as Internet
of Things, Deep Learning and Distributed File Systems. For instance, IoT has many
vulnerabilities such as privacy, confidentiality and integrity. Many researchers have
proposed solutions to secure the IoT ecosystem. Blockchain by default provides
grants authenticity, non-repudiation, and integrity. Integration of IoT and blockchain
can be used to develop secure IoT infrastructures. Deep learning and blockchain can
be used to develop robust and efficient systems. Deep learning has proven to give
promising results when the data is reliable, secure and trusted. Blockchain provides
such data. Furthermore, deep learning can be used to make fast and efficient smart
contracts. Distributed file systems can also get benefit from blockchain. The owner-
ship of files, authentication of the user in the distributed file system can be managed
and store within blockchain.
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